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Usability Testing Security Settings

User ID

Location

TB Version

Test Requirements Start Tor Browser on security level: Medium

Interview Questions

Q1 A Looking at the browser interface, could you tell me if you
can see which security level you are?

[ 1Yes [ 1No

e Look if they
o [ ]1Make an statement before looking the icon
o [ ]Make an statement after looking the icon
o [ ] Make an statement after clicking the icon and reading the doorhanger

Q1 B Is it the right level for you?

[ 1Yes [ 1No

Q2 Do you know how to change your security level?

[ 1Yes [ 1No

Q3 Could you change your security level?

[ 1Yes [ 1No

e See if they can do it by
o [ ]clicking Advanced Security Settings at the doorhanger
o [ ]going to General Preferences
o [ ]otherintent:



The Tor Project - UX Team https://trac.torproject.org/projects/tor/wiki/org/teams/UxTeam/UserResearch

Q4 A Pick one of this task

[ 1 Read your favorite newspaper
[ 1 Go to see a video in youtube.com

[ ] Search about "the state of internet freedom in India"

Q4 B What is happening?

[ ]1Everything is fine

[ ] There is a problem: Rendering

[ 1 There is a problem: The page is not loading

e Ifthere is a problem

Q4 C Do you think it is related with your security level?

[ 1Yes [ TNo

Q5 Let's try changing your security settings, can you do it?

User will change security settings, as done before. Check if they upgrade or downgrade their
security in order to make things work.

[ 1 Upgrading Security
[ 1 Downgrading Security
e s the user reloading the page to see changes implemented?

[ 1Yes [ 1No
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